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Please note: You have to setup a Security Profile
before you can use this software. If you are a Mac
user, and you use “FileVault”, do not use either the
APRU client or the Website. Please contact the
ODIN Help Desk for assistance.

Introduction

In May 2008, we released Phase 1 of the Automated Password Reset Utility (APRU). The
utility allows customers to obtain a temporary password when locked out of their computer.
For Phase 1, the use of the web-based utility is available to all Goddard employees. The
only limitation is for Mac customers using FileVault. You can find additional information on
the web-based version at
https://www.odin.Imit.com/gsfc/outreach/ODINAutomPassResetUtility. pdf.

This document covers Phase 2, the APRU client (IDS Password Reset). The use of the
client is restricted to ODIN PC customers only. The client is accessible from your desktop
and is visible and accessible even when you are not logged into your computer.

Just like the web based version, the client works for customers that log on to the GSFC
domain and require a temporary password reset when locked out of their computer.
Additionally, the same security profile is queried when using the client version or the web
based version.

If you have not set up a security profile please proceed to “Creating your security profile” on
Page 4.

If you have already setup a security profile, you will not have to do it again. Please proceed

to “Resetting Your Password” on page 8 to learn how to use the client (IDS Password
Reset).
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Creating a Security Profile:

1. Make sure you have the APRU Client installed on your computer. To
do this, please go to Start > Programs and look for a program
labeled “IDS Password Reset — Configuration”. (If you do not see the
program, then please contact the help desk to have it installed.)

2. Click the “IDS Password Reset — Configuration” icon from your
Programs menu. You should now see a window come up and ask
you to create a Security Profile. Click “Create My Profile” . Please
reference the picture on the next page.

# Reset - IDS Automated Password Reset

Thiz utility iz uzed to configure vour DS Paszword Reset zecurnity profile.
To begin, click 'Create my profile’.

Create my prafile |

Cloze |

[luestion Rezponze

Yerzion: 1.5.6.4

3. Once you have clicked the “Create My Profile” button, like in the
picture above, an authentication window should pop up. In this
window you have to Enter Your GSFC Domain Password
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| Authenticate |Z| |E| EI

Warning. your security profile controls
access to your domain password.
Protect this information at all times. Your
profile should only be created or
modified when the information presented
will be seen only by youl

To protect your Pazzword Reset security profile, pleaze
enter your login passward.

4. Once you have successfully authenticated with the APRU server you
should see a window like the one below. In this window Select 6
Questions from the list on the left.

# Reset - IDS Automated Password Reset

The zecunty challenge questions are presented below. Pleaze zelect B questionz from the list by
clicking the check boxes to the left of each question. Once you have selected your questions,
pleaze fill in your rezponze to each question.

Country of birth ~ Reload Profile |
Farvorite actor, mugician or artist
Favarite car £ Cloze |
Fawvarite hobby
Favorte school teacher's name |
Favarite type of Pet [dog,cat fish.etc.] b

Fleaze zelect B queshons Your rezponzes are currently hidden. Tao edit a hidden entry,

click on the row,
[ueztion Rezponze

“Wergion: 1.5.6.4
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5. For each question put in your answer. Note: All answers are Case
Sensitive.

6. Once you have entered all of your responses to the questions, Click
‘Update my security profile” . You now have successfully created
your security profile.

Updating your Security Profile:

1. To begin, go to Start > Programs and Click “IDS Password Reset —
Configuration”

2. You should see a window like the one below. Click “Get my
Security Profile”.

B Reset - IDS Automated Password Reset |._||_|r5__(|
Thiz utility iz uzed to configure your 105 Paszword Reset security profile. Your profile has been
canfigured in a prior session. If wau wizh to change vour challenge questions or answers, click 'Get
my zecurnity profile’.

Get my zecurty prafile |
Cloge |

[luestion Responze
Werzion: 1.5.6.4

3. You should see an authentication window. Enter your GSFC
Domain Password.
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[ Authenticate [Z”E|rz|

Warning. your security profile controls
access to your domain password.
Protect this information at all times. Your
profile should only be created or
modified when the information presented
will be seen only by youl

To protect your Password Reset secuiity profile, please
enter your login password.

—

Ok Cancel |

4. Once you have successfully logged on, you should see a window like

the picture below. In this window you can change either the
guestions or answers

¥ Reset - IDS Automated Password Reset [ZIIEIF'S_TI

“our prafile iz currently dieplaved. “ow can add or remove questions by checking or unchecking
questiong in the list box below. Once your list iz complete and you have entered youwr responzes,
click 'Update my security profile’.

click on the row.

Coauntry af birth ~ Heload Frofile |
Farvorite actor, mugician or artist
w| Favarite car o Cloze |
v| Favaorite hobby
] Favu:ur!te zchonl teacher's narme Update my security profile |
v Favorite type of Pet [dog,cat fish,etc.) o
Your zelection list iz completel Your regponzes are currently hidden. To edit a hidden entry,

[luestion Responze

HREHHRREXN

tother's maiden name
Favorite school teacher's name
Favorite \Wild Anirmal

Favarite hobby

HREHHRREXN
HREHHRREXN
HREHHRREXN

HEERRRERNR

Favaornte car

Yerzion: 1.5.6.4

B

5. Once you have updated your questions or answers, click “Update

my security profile”.
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Resetting your password:

You should only do this when you are connected to the
GSFC network. This will not work correctly if you attempt
it through VPN or CNE Wireless.

1. If you have locked your account out you can reset your password by
clicking the restore option from the IDS Password Reset found in the
bottom left of the logon screen. It should be like the one in the picture
below.

This compubes & inuse o Fae Been boked.

Onby GEEC gioottingham { 00T TIRGHAM]) or an sdministrabor can
e this compltbes

Priss Chrl-Ak-Ded bo ook s compuber.

% Thes computer & in use and has been lodied.

ordy GEPCpottingham (IXCOTTTNGHAM) or an scmiriste shor can
ek th Cofmputed,

Press Cirl-alt-Ded bo unbock this computer.
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2. You should see a window like the one below. This time insert your
GSFC User ID and Click “Get Security Profile”

® Reset - IDS Automated Password Reset E]'E”E'

The pazsword rezet utility allows vou to reset vour password to a random value.
First enter your uzemame, then click 'Get zecurty profile’.

Profile

Izer Mame:

[uestion Rezponze

Yerzion: 1.5.6.4

3. If you have a security profile already setup you should see a window
like the one in the picture on the next page. Answer each of your
security questions  and press the Enter key . If your answer is right
it will say “Correct” and next question will appear.
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¥ Reset - IDS Automated Password Reset

Pleaze enter your rezponze to each challenge question as it 1z presented. After you have
entered your rezponse, press the 'Enter’ key.

Frofile
IJzer Mame: |iiu:|:uttingham
[Get zecurity profile
[luestion Responze
Mother's maiden name Carrect
Favarite school teacher's name Cormect

Favarite wWild Animal |

Yerzion: 1.5.6.4

4. Once you have answered all the questions correctly, you need to
press the “Reset Password” button.

[ Reset - IDS Automated Password Reset E]|E|E|

Your regponges have been verified against pour security profile and are comect. To reset pour
paszword ta a new random walue, click ‘Reset Password'. Your domain account will be reset to
the new password which you will be able to use ta login,

Prafile

Jzer Mame: jizattingham
Get security prafile

Response J

Cuestion

Favoiite school teacher's name Correct
Faworite Wild Animal Correct
Favorite hobby Carrect
Favarite car Correct
Favorite type of Pet [dog,cat fish.etz.] Carrect

Your question list iz completed and corect C

Wersion; 1.5.5.4
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5. Another window will come up with your temporary password. Please
insert the password into your logon window . You cannot copy
and paste.

& Your Temporary Password

“four domain pazsword has been rezet to the value shown below. Press
CTRL-4LT-DEL and enter the Temporary Password to logon.

i~ Temporary Password

[*Ep7&$FF

The pazzword shown above iz 117
camprized of the following
characters: seconds

Thiz zcreen will clazs in

- Special char asterizk
- Upper caze E azinEat
- Lawer caze p az in pull
- The number seven
- Special char ampergand
- Special char dallar sign
- Upper caze F azinFly
- Upper caze F azin Fly

This computer is in use and has been locked.

Qnly GSFCljjcotkingham (JICOTTINGHAM) ar an administrator can
unlock this computer.

Press Ctrl-alt-Del ko unlack this computer,

6. If you have entered the password correctly, you should receive a
prompt to change your password . Please use a new password
Do not use any of your old ones . Your new password must be at
least 8 characters long, mixed case, contain a number, and a symbol.
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Getting Help:

Listed below are some FAQ and answers to common issues.

Q.) Can | use this on a Mac?

A.) No, you cannot use this software on the Mac, and it is not
recommend that you use the website feature also.

Q.) What does “IDS” stand for?

A.) Integrated Desktop Services, a group under the ODIN contract
that develops software.

Q.) Can | use this with VPN software?

A.) No, you have to be physically connected to the GSFC Domain.
Q.) Can | use this with the CNE wireless?

A.) No, you must be physically connected to the GSFC Domain.

If you are experiencing any issues with software, please contact the ODIN
Help Desk by either of the following methods.

Contacting ODIN for support:

If you need to contact the ODIN Help Desk, please use either of the following methods.
The ODIN Help Desk is open 24x7.

Any base phone use: x6-3100

Any telephone use: 1 (866) 835-0701

TTY: 1 (866) 638-2368

Web: https://www.odin.Imit.com/gsfc/odinhelpdeskv4.html

O O0Ooo
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